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1, ks we indigated in our oshle sf 2 Juns, the I[CHEAG program
is being reconsidared. In the Spring of 1948, whem the program was in-
itiated, criais in Central Surope appesred to o Laninent to many. Con~
seuently, snphasis wes plased wn the lmmadiste nesd to provide sesmunice~
vions without referonce te the eaxpendabliliisy of tw nsiworks inwelvud.,
Sow, howesver, there sssos littie likelibood of an imaediste crisis. is a
resuit the progres is uwp for review sand pevisien to aset the rejuiresents
of the mrsesmd situation, 7There is geaeral sgresemd in this offios, after
dissussions with T T ami other persons soneerusd, that the currest ne.d ia
o wrk out a sst of puiding .vissiples wpun which o base an ICEECRO pregram,
taking adwantage of the prolsmged smmistios (e apply a sinimwn intsrperetation
of current sveats).

2e Discussions are Luking pisse on ad organisation wide dasis in the
offort o arrive at wesimisal, ssourity, ot al, fer ICEBLRG in
ail its aupests. Pandiag ablon of a gemersl policy in this mtber,
e shall eubline here cartain sperstiennl principles which we should itke
o sow followsd in the Dwtare Tesrwitomuh of speraters. we do ot think
that these wiil with teshnionl sturviaris apd reguiresnts. Besd-
lszs o sy, w A welamm your soumants snd suggestions on the lines
of aotion discusesd below,

3. 1t is probakly Snevitehls that isclated radio sets and eignal
plune and individmal sgemts and setworis will be wxpesed withia o felrly
short periad after the bugioning of hostilities or cvcupatian of ab area
by an hostile slemenh, This 1s one of She caleulated riska on whish
stop-behinit progran as suwob ie based, Experissse in serld sur 11 bas
thet sush aases mevd not blow the sesmmioations wysien se a whele. in
this reapesct, w sre more scnsersed with the povalbility of eapturcd sets
being used to "play bask™ t our base than with their being discoverwd sad/

or Saptured,




he Binse the W/T operitor provides the mschanivally traceable link
betwesn covert agent personnel and the directing bass, his security and
diseipline are of paremount impartance. If he or the custedian of equip-
sent (including one-time pads and signal plana) fails to cbaerve the mosi
rigid discipline, he exposes us to the hazards of "playing bask™ as well
as to the discovery and annihilation of our atay-behind networi, The /T
man also provides the only pereonal, "physisal" contast betwesn the network
and the base, in the sense that the physical charasteristiss of his send~-
ing teshniguwe boocame well known tc the base operator with whom he maintains
oont.ot, If te 1a captured and soxeone else attempts Lo contauct the base
with his set, the difierenve in touch gan slert the buse to the fact that
sometiiing has gone arens. IL, however, he is doubled against us, lie pro~-
vides the enesy with an ideal channa} lor decepiion material, to a greater
degree than any othor datugory of agunt persennel., idd to thees conalideraticns
the faot that the stay~behind radic operator is subjest to strains net required
of the ourrently reporting agent,-{a) the psychelogisal strain of insction over
a long period of time, and (b) the strain of having to act, wshen finaliy ealled
wpon 0 do 80, under the most adverse and hasardous conditions, - the reasons
for hypersensitivity in regard to hls segurily beeomw cbvious, Any persen
regrulted for this type of work mst have the somplete oonfidence of the ore
ganisation beyund any revascozble douwdbt as to his loyalty, discrotion, dis-
oipline and stability. Sueh confidenes ean be based only on a mout careful
assessamnt based on the best information availlabls,

5+ A8 a prastical isplementation of principls stated in paragraph 3,
we propose that apart from normal project requirements, row 7/T candidate
%111 be approved for training until a complate Personal Record Form has been
subaitted, This does not seem to be unreasonable, If a person has ths eon-
fidenee of the organisation to the extemt that he is preposed for training
in a searet tegbnijue, it is possible to sbtain a detailed gurpiculum vitse
froa hix without resorting ‘o subterfuge.

6. Although, as yosu kpow, there are two tﬁu of ¢ mipment anf train-
ing, the Red plan, more highly olassified, and the Blue, less su, for uss

in different types of stay-benind operations, we must not infer thst an

to snaurs sesgurity can be less in resruiting for the ons than for the o .
Even though a man msy be recmiited for a Blus type operation, which is re-
garded o8 more sapendahle, we stlll shouid require an domplete as peseible
information conaerning him. From a stristly prastical peint of view, we must
resognise the fast that tralning facilities are limited. It would be axtremly

foolish 40 warie time and offort in training operators on whoss servisss w sould
not depend in an emergenoy, whatever thair particular level or aseigneent

amy be,

7. Ancther principle to bour in mind is this: The resruituent of
ICEBERG persannsl (whether eperators or custodians of equipment) must be sueh that

they cannot be soapromised lster by virtue of any forssecsble huzard inherent
in the reoruituent itsolf. To be mire explieit:
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A. They should not be chosen from the ranks of agent
personnel which is or may be in any way compromised, No member
of a chain which is suspectoed of being pstetrated; no lone agent
who has had any previous intelligence oconnsction with a blown agent
or case officer; ne candidate propossd by actuclly or pessibly
comproaised personnel should have anything to do with I1CEBERG.

B, Ko tw ICEBERG eandidates should be kpown to sach other,

C. HNo more than one ICEBERG eandidate should be recruited on
the recommsndation of any one agent. -

D. Ho ohlel agent of a large reporting nstwork should be
allowsd to recommend candidates, becauss of the danger of pene~
tration of his activitiea,

E. HNo reorulting out-eut or agsnt should be brisfed ais to the
preeise or long-rangs nature of the work in mind for the personnel
he ix to spot or resomsend, Hs should be given a general brief only us te
requiresents, such as courage, technisal sptitude, basic stability,
loyalty, ete, He will no doubt propose candidates whose training
wuld be impracticalbegause of their mon-evailability in time of
orisis (e.g., able-bodied young man subject to amy or labor draft},
but these ean be soresned out by the case officers. 3Zven with
highly trusted indigencus agents such deception must be practiced,
We cannot make out clearly from the correspondence in our files to what extent
the agente who have suggested candidates have been iriefed, but we
assums thut thelr briefing has been general,

8., We recognise only too well that the restristions outlined above
added to the difficulties already generally recognised, — the problem of
finding resruits who willbe in an emergerxy situation, the
fact that persons with previous in the oecessary technijue are
iikely to be or becoas koown to the Soviats, and the fact that persons
without previous prastice in the teshnijue probably lack aptitude and are
d4ffisult to train, -= make the program of recruitisnt extremely difficult.
e certainly do not wish you to feel thet we are unsppreciative of the
efforte you are making and huve made to find suitable candidates, even
though your requests for approval have met with an almost consistent "No*
for an answer.

9. We have no set of bluc-ppints to offer for a sucsesaful resruit-
ing program, Losal sonditions obviously affect sush an enterprise. However,
as an sxanple of one imagimtive msans of going about thwe problem, we can
¢cite the effort of another station in an ocooupied area. After consikieration
of the categories of personnel who might best be available in tinme of need,
and who might have the groeatest aptitude in the neosssary akill, it was de~
oided to mxplore the posaibilities mmong disabled veterans of the recent
war. A prejquest was aade to the Signal Corps to soreen veterans in ailitary
hospitals in the area for emplayment as teletype operators, A survey was
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made on the basis of the Signal Corps' current need for sueh operators, and
baskground histories of suitable candidates obtained., These were turned

over to our staff for further screening and sheeking of the personal histories
as given by the more interssting prospects. A number of likely candidates were
tumed up without involving any of the station's current operations. Oaly

one Signal Corps officer had been brisfed on oub interests in relatively goneral

terns,

101 Granted Shat suitable recruits are found, there are still restric-
tions to be obsarved in their handling.

As An approved radio candidate must have no sonnestion with any other
cwrent intelligence operation. If he bas been recrulted from an
axisting operation, he must be cut oul of it Af he is appreved,

B. An approved radlo opsrator must engage in no other intalligense
activity,

C. Although plans may be made for his secure hook~in to a
covert agent or network, the actual introductions should be postponed
ugtil the laat possibie momen:. A aystem of recognition symbols,
duly approved here, may be lald on, but setual knowledge of identities
should not bes exchanged. (e are sure that you share our gratitude .
Lo the Providenge that prevented & Jand IC T from meeting lest
fail, thre a0 fault of our own, prior toc 's saforced
svacuation. In this connection, it is impertant that plans for the
hook-in te a partieular opsration bs made at the time the operator
is resruited, asines the type and particulars of his training will
dapend upon his future sesignment. He himse: £ need not know the
persanalitiss invelved, but he must be prepared as far as possible
to moet whatever apeclal conditions may be rejuired of him,

D. It goes without saying that all training and all mestings
of ICEBERG candidates, trainees, and operators must be condusted in
the most sequrs fashiom possible,

1i. 80 far as the caching of equipment 1s oconcerned, we realize
that it asy be necessary to involve indigenous personnsl to scme e xtent,
%e oan see nNo harm in allowing a known and trusted agent to conseal a radio
for us oo long as there is no hint of posslble compromise. In the case of
g a1, owr request that the set be withdrawn from his ponsession was based
on the possibility of his being compromised through hiz assosiation withe 1

12, The principles stated above affect the status of our surrent

ICEBFRG operations considerably. The four candidates proposed in your
cable 2896 ahould be reviewed in the light of the ruvised program as a whole,



As E 1 gpd & It Even though approval has once been

. granted for their training, we should prefer to suspend that approval

/Fuf + pending & re-sxamination of their situstion., From the files, we have had a

g«,»‘u . general impression that they might be compromiswd because of their
respective comecotions with .T J apd T T. However,
L Shas clarified the operational handling in these cases, .nd the
hasards invelved seem to have heen overoome or are capable of being
overcoma, In both cases we should have full Personal Record Forms
and an aocount of what seeurity hasards actually do exiet because of
previcus intelligenee connecticns,

B. L -  Here again we must have complete biographicil
_ _informtion on which to base an intelligent desision. From tim
/’vg “available reports we canoot do such, His threat to take to the hills
} r‘ in the event of hostilities is not exactly reassuring, but awch a
Q \ resark could be attributable to flippardy or sems equally inconse-
v\ k> quential characteristis, if more were dnown about the man as a whole,
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Ce L -l Although he has had mo known connection .ith
I s he appears to be acqualnted with e number of persons asso-
clated with O d at the time of the latterts arrest, #hile we
may be hyper-eautious, we cannot see our way clear to granting appreval
for the use of anyons even remotely linked with this operation.

13, e hope that the proposed mseting between ;| 3 and T 3
suggested in your axchange of cables »ith Karlsruhe can take place shortly.
%e shall appreciats any cosments you may have, imdiviguaily and severally,
on your particular operational aspects of ths problem.

¢c: Xarlsruhe
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